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On September 12, 2014, customers of Power Reseller for the Internet (PRII) found a flaw in the website that provided them with an online store. In the event that the attacker is able to trick a
user into logging in to a website, the website can be compromised by a malicious JavaScript file. This file is injected into the front end of the application which takes advantage of a design error
that allows the attacker to place potentially malicious code into the victim’s web browser without their knowledge. The malicious JavaScript file attempts to exploit a system flaw to compromise a
password protected portion of the application's MySQL database, allowing an attacker to gain administrative access to the database, possibly allowing them to steal customers’ personal and
financial information. It is also possible for the attacker to gain access to the database by injecting malicious text into the breadcrumb page of the application. The site attacks typically execute
malicious content whenever a user navigates through the website. Upon completing an order, customers are usually instructed to fill out a customer name, address, and phone number, which is
when the attack attempts to exploit vulnerabilities to capture the information. On other occasions, customers will receive an email detailing new products or when the customer is logged in,
prompting them to enter their email address and log in. In the event that a customer does not provide information on the website, then the attacker will provide content for the customer to fill
out. The website was updated on September 15, 2014, after Digg issued its warning. The design flaw has since been corrected, and users must now go through a lengthy verification process in
order to log in to the retailer's website. It was announced on September 22 that the current version of the application is not vulnerable to the attack. Any visitor to the site at the time of the
announcement was immediately prompted for updates to fix the issue. In the event that users already have installed and are using an older version of the application, it is recommended to
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